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|. Introduction

In the past twenty years)(the computer smart users, have astonished thkel woough using their
personal computers to commit crimes, consequendgting a strange feeling of admiration and fear
amongst other users.

The entertainment industry has understood theseti@msoquickly and for this reason it has
continuously published new books, movies and plthet represent cyber criminals in action,
threatening the world from sitting behind their quuters.

The dependence of the society today on the competanology is enormous and is increasing every
day. The digitalization of the working process ihsocial and economical spheres of life is a real
phenomenon today and it is growing every day. déselopment of world trade has a direct effect on
the further development of the computer technolagy interne. This development of the industry has
created an opportunity for the use of these compabecommit different cyber crimes and terrorism.

Studies that have been conducted on the topic leadeto the establishment of several definitions of
the term ‘computer terrorism’. The essential megnisually attributed to computer terrorism is an
etymology that originates from the ideas shapetiallyi on the sphere of computer technology and
terrorism. Nevertheless, computer terrorism is @ack that aims at the disruption of the connection
between the material world or the real world anel eirtual one. In today’s modern era it is obvious
that there are similarities between the virtual ld@nd the world we live in that the two of thene ar
being integrated with one another. This tendency lead to the creation of the many agencies and
organizations for protection against computer t&no. Hoverer, these institution have become target
to many computer terrorism attacks, due to the tfaat the extinction of the functional anti-tersmm
s%/stem would facilitate the achievement of the ga@dlthese villains with less endeavors and exgense
(). These studies have also shown that computeorigm is “ a premeditated use of destructive
activities, who’s aims are social, ideologicaljgelus, political or similar, and intend to frigintevery
person” with regards to the abovementioned objestiv

There is a need for awareness rising amongst ttietgaegarding the notion of cyber terrorism and
the possible threats that can result as a consegquérihe use of the latest technology by the tetsy
a occurrence that is being expanded day by day.

! The author is a doctoral candidate at the Unitersi Prishtina/Kosovo, working on the topic ‘Previeg and combating
cyber terrorism’ and he is also affiliated with tbeiversity as a Lecturer. Has been a founding &caid Director of the
second public university — the University of Prizrevhere he is currently a lecturer. Among othemsld the position as a
Senior Adviser for Higher Education to the Ministdr Education, Science and Technology in Kosovonsgger of the
Finnish Program for Human Rights in Kosovo. Spefikently the following language: Albanian, Engliskinnish and
Serbo-Croatian.

2 C. BARRY. Where the virtual and the real world toticii1" International Yearly Symposium for Matters of Criali
Law, IL: University of Chicago, 1996.



According to the Federal Bureau of InvestigatioBIjFComputer terrorism is a premeditated attack
conducted by secret agents or clandestine grouptsyated politically, targeting computer systems an
programs, informational systems, military objecsivad databases that contain information regarding
these military objectives. Unlike a simple annoyingus, a cyber attack is designed to cause phlysica
pain and to destroy the financial services. Comptgerorism is however the simple use of the
computers and internet network to design and cdnigurist attacks. It is an actual fact that now-
days someone or certain groups might use computeteghnological means to conduct a military or a
terrorist attack against certain targe)s Eurthermore, the notion computer terrorism er¢igber crime
refers to a crime that usually involves using a potaer and a network and it has often been refdoed
as electronic terrorism or the ‘war of information’

The computer despite being used as a tool to caérttieccrime can also be a target of the attack.
Nevertheless, the notion computer terrorism usugdhers to the criminal use of internet and the
computers. Crimes like these can threaten the maltioealth and security of an entire nation. These
types of crimes are considered as crimes of a pigfile especially the ones related to the outlsurst
regarding the author rights, children pornograpimg duman trafficking. There are also many
problems with privacy issues in cases when theidenfiality has been breached in different ways.
Possible target objectives of the cyber terroristac&s include: the banking industry, military gias,
thermo centrals, centers for air traffic and watawices, etc’

It should be noted that there are two similar tethag one can encounter in the literature, ‘compute
terrorism’ and ‘cyber terrorism’. These questionaiee these terms exact synonyms? The answer is no.
| believe that despite what has been said so &setlhwo terms describe a similar idea but expressed
different timings and circumstances. Cyber criraisough committed through the use of a computer
are carried on in a different cultural and techgadal context of cybernetics than the computer esm

Computer terrorism is one of the most serious foohrimes often compared to biological and
chemical weapons, and viruses. Furthermore itdgrae that is really difficult to be tracked dowm t
its source. There are no borders to what can leeteff by this form of crime, and basically cancktta
all kinds of computers spread out equally all atbtime world. Tracking down and neutralizing this
type of crime is a very difficult task due to tlaet that there are usually not many traces laftgared

to the real life where the traces are more obvang easier to track. Unlike the real life terrarigtho
use explosives or small weapons in order to rehelr goals, computer terrorists use the modern
technology and information systems, computer netgjospecially designed and unauthorized
software’s to reach their goals.

[I. Formsand characteristics of computer terrorism.

There are dozens of countries that have been saofesporadic and destructive attacks from temoris
networks within their countries or those sponsdogdother countries. As already stipulated above,
unlike the classic forms of terrorism, the terrbhave started using new means of conducting their
actions related to technology, victimization, thgeand reactions.

The best example to describe the situation is #s& ©of Ramsi Jusuf, the person who organized the
attacks of September 12001. By using the computer technology he recettedmessages and the
instructions for organizing the actions and deciptieall the codes’), ‘Nine Eleven’ is considered to
be as one of the most destructive attacks regesiarthe past centuries. Eleven terrorists’ higtkgal
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four airplanes with passengers, two of which crdstrethe Twin Towers namely the Center of World
Trade in New York, one was aimed at the Pentagovirginia, and the last one crashed in a field in
Schwenksville in Pennsylvania which was not a targéonsequently around 3000 people lost their
lives and thousands were injured. The attack casna surprise since something similar had never
occurred before and this caused a lot of concezgarding the national security of U.S. The fear
continued to spread in the following years andehage still concerns that the ‘nine eleven’ attaghis

be repeated in a greater extent and by differetitoasl (i.e. states, organizations or individualstt
will try to reach their goals even by using thelbgical, chemical and atomic ‘super-terrorism’.

These conventional and non-conventional challeagaénst the stability world wide require effective
national, regional and global efforts in order &oéd all the forms of terrorism including the congyut
terrorism. During these kinds of terrorist attadk® actions threatening the security are intereoted
and similar to one another despite being condubtedifferent people. In this sort of scenario the
computer technology has its advantages due tdfitgeacy on reaching the godi)(

For a while now the analysts have stated that #we terrorism depends on the technologic and
informative revolution. In reality, terrorism istarconnected with ‘information’ in so many ways
starting from the fact that there has been a terydém keep hidden from the international media the
names of the people that are trained for actiormuiaide bombing. Or in the other hand the atteofipt
the terrorists to occupy the front pages of theepavith their criminal actions, up to the mediadates
regarding the countermeasures that would limit fiteedom of press, the increase of the public
supervision and the data collection and the ineredghe security of the systems of communication
and information. The terrorists focus their tactas the important information and communication
such as the ones regarding the functionality ofdemocratic institutions, on the debate on how the
terrorist threats underestimate the democratictigescthat can be developed with regards to theesss
of freedom and information technolody. (

It is obvious that international criminal groupsaattack the data networks and structures of aatg st
including the US by using relatively simple toolaking in consideration that these attacks are not
difficult to plan there is a slight concern regaglipossible threats in the future. As witnessed the
means used are switching day by day from the cas®s such as the bomb machines - targeting a
single communication or data center - to electronéans of attacking an entire network. These recent
methods can include hiring different hackers to woihtertain crimes. However it is more likely that
the crimes be committed by certain terrorist grothizg have capable people with them and that are
able and have used the internet and other meamentonunicate with one another. The groups of
interest include well known organizations with loegm reputation such as the Lebanon Hezbollah ,
and other unknown international terrorist groupsd dss known organizations such as the ones
responsible for the ‘nine eleven attacks’ to ther/@rade Centre.

By using these new technologies, terrorists canedalle new attacks targeting the most essential
information systems and economic databases. Duthisospread of the threats the international
community has enacted several sectorial conventiagainst computer terrorism, and these
conventions are open for ratification by all thetss.

[ll. Theinternational character of computer terrorism asacriminal legal phenomenon.

® P. FLEMMING — M. STOHMyths and Realities of Cyber terroris@001.

7J. ARQUILLA — D. RONFELDT — M. ZANINI, “Networks, Netwar and Information—Age Terrorismi* lan O. Lesser,
Bruce Hoffman, John Arquilla, David F. Ronfeldt, diele Zanini and Brian Michael Jenki@ountering the New
Terrorism Santa Monica, Calif.:Rand and John Arquilla aralid Ronfledt. 2001. “Networks, Netwars, and thghEifor
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According to a database that contains data regattie international crimes, computer terrorism as a
criminal legal phenomenon is characterized asnateynal crime. Studies have shown that the use of
internet is increasing day by day and with it ims®es the phenomenon of computer terrorism.

The Internet network today is spread almost throtlgh entire world thanks to the use of new
technologies -the use of the satellite mobile comication tools has enabled access to internet almos
in every part of the world. More concretely theemiet network covers more than 180 countries all
around the world. Hence the expansion of the ustnefcomputers and the modern technology has
resulted in the new forms of crimes such as thepcen crimes and terrorism, unauthorized access to
the computer networks and systems, the massivé&ibgsaand thefts, illegal money transfers, &jc.(

According to the experts at the European Courfod,@amount of the stolen money only by the use of
credit/debit cards every year amounts to approx@mat00 million €. Different forms of viruses cause
around 12 billion € losses every year, and apprateéiy 250 billion € worth of property are embezzled
every year ). Furthermore, the computer terrorism is becoméngerious threat to the efficient
function of the governmental institutions in théfifument of their obligations and applying the law
Moreover several criminal organizations use therivgt as an easier way for recruitment of the
younger generations.

Today’s society is depending more and more on t@olgy, the role of the virtual world in the daily
realistic existence is increasing day by day ar@bireng an essential element to it. There are aflot
advantages to the use of computer technology ak,wuarket and government, these advantages
however are being threatened to use for purposesromitting different crimes all around the world
through the simple use of a computer connectedntetaork. Former director of CIA, George Tenet,
had declared that terrorist groups such as Hepbtidamas, Abu Nidal and one of the largest
organizations led by Bin Laden — Al Qaeda, are \&tyve and use the computer technology in their
daily performances.

Therefore all governmental and non-governmentdestalders must participate jointly in combating
and preventing computer terrorism, espionage, erimcking of the financial systems and other types
of cyber crime. The fact that the computer terraris often spread beyond borders is imposing a
higher risk upon the governments of states heniseatten referred to as ‘cyber warfare’. So fagrth
have been several attempts to condemn the preesrgittre International Criminal Court.

Consequently it is very important to initially ded terrorism under international criminal law. The
international treaties require that all kinds ofraest activities be prevented and convicted, but
beforehand be defined. The strict definition of thiene within the text of these international treatis
significant in many ways. First and most importdns the symbolic and normative purpose, namely
defining an abstract way the sentence for the aahct committed. Secondly it eases the prockss o
concluding international treaties. A clear defmitiof terrorism excludes the possibility for states
avoid their obligations due to the non-clarity bétprovisions, hence the states are obliged teotsp
all of the obligations undertaken, no matter homcsthose undertakings are, but at the same time i
also limits the scope of these obligations relatthgm only to the definition and makes these
agreements less costly. Third, it sets a very ggpodnd for the fulfillment of the legal obligatioasd
sets the ground for a better international cooperamh the police level. This efficiency and coogigon

is particularly important in the cases of extramiti where most of the national legal systems requir

8 J. TRAVNIKOV, Crimes in the Web: Borders without the deputies.
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that the terrorists be convicted in the requiriogritry same a in the required country. And lastlis

very useful in codifying the internal legislatioagarding the criminal acts and the perpetratord, an
punishing the criminal acts defined within the ties in accordance with their human rights. The
widely known principle ‘nullumcrimen sine lege, tagene sine lege’ requires the states to define in
detail the crimes for which a person can be prdseglso a person cannot be prosecuted for a crime
that he has committed if at the given time theosctvas not included as a crime within the framework
of the law.

V. The harmonization of thelegislation on prevention of the computer terrorism.

All countries are under the obligation to harmortizeir national laws concerning he prohibition and
prevention of the computer terrorism in accordawdé the international law standards. In order to
prevent the international terrorism states mustagether as one and do so by designing and atiliai
joint database. On that regard the internationairoanity has approved a more sectorial standing and
access with the aim of identifying all the violatiacts conducted by the terrorists. Also the astioin

the individuals conducted outside the frameworkhe treaties with the purpose of categorizing of
these actions.

Basically, the conventions on the sectorial apgnaamnfirm the assumptions that several criminad act
can be treated as actions with international istedespite the aim of the terrorists or the targae
main advantage of this approach is the fact thavaids the need to redefine the computer terrorism
within the national level since it is already definin an international level. So as long as the
convention is in force there is no need for othefinitions of the computer terrorism. A different
particular definition would come handy in case thetions were committed under specific
circumstances. However it would still be counteseurctive given that it would result in an unfair
treatment.

The goals of the actions of the computer terroastsa description of the scope of the actions taey
actually commit. The main types of actions or csniee computer terrorists can commit include
destroying various systems or networks and intémgpthe broadcasting of various programs or
information. The act of destruction can be undenaik many different ways, namely through different
types of viruses that can be installed or uploaatsd affect the entire network. Another harm that ca
be caused by the cyber terrorists is changing #ta th the important confidential databases that
sometimes results in blocking access to that in&ion for the competent authorities. It often oscur
that the databases are breached with the purpaset@nsmission, particularly in cases where there
a certain interest in the data within the targetathbases. This is usually the case when the &arget
databases are the confidential ones, such as treergnental databaseS)(

One of the main elements that studies have focasedlith regards to the threats that can come from
the terrorists through the Internet is defining thessible ways of actions and behavior of these
terrorists. Amongst the ways these plans can ldbwated to terrorists is observing the entire netwo
and the population. This can be done in differeaysvand from different distances, given that the
network is used by so many consumers to transér tlata from a place to another in a very effitien
time, and for any purpose. Another usual actiondooted by the terrorists is using the network to
detonate bombs that can be controlled from longdées and can be detonated simultaneot8ly (

0 A. SAVINO, Cybernetic Crimes. 2001. University school of lawCyber crimes. Available:
http://www.cybercrimes.net/Terrorism/ct.html
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There are several other scenarios of destructiverigt attacks that can be undertaken that involve
changing the formulas on the medications or theicaéglants, exploding communication networks,
mixing up the train schedules, changing the pressuthe gas tubes with the purpose of damaging the
valves, destroying the functionality of the air troh mechanisms, causing the explosion of the oil
refineries, destroying the software programs thatused by the emergency services, electric cuts an
detonating simultaneously hundreds of bombs alt theworld {?).

V. The Cyber Warfare

The Balkans region is known for the many wars igtdny and it has recently been exposed to new
forms of war, that of the cyber warfare through te of technology. The cyber warfare has
particularly been obvious between Kosovo and Serbiace both parties have used the internet
technology for the purpose of broadcasting the rfesva their own perspective.

However, some of the attacks sometimes focus djreatthe parties involved. An example of that is
the case of the officials in charge of maintainihg webpage of NATO, who were direct targets of an
attack, when their emails were flooded with mo@ntR000 emails from Serbia within a day. Some of
these emails included highly destructive virusesictv impaired the work of the NATO system for a
while after {%). The main goal of the attack at hand was to danthg functionality of the NATO
website by blocking it by the amount of emails, @aodcut down the communication through the
viruses. Fortunately the attack was only partialigcessful.

Although these sort of attacks result in a sigaticdamage of very important information they are
usually not qualified as computer terrorism. Bugé tlact that these attacks have occurred before
illustrates the fact that these kind of actions easy to be undertaken and have been done before
originating from small places.

With regards to the conflict between Kosovo andBeiit should be noted that despite the fact tihat
armed conflict has come to an end, the partiesimomtto have a conflict through the use of internet
On the 3rd of august 2011 the Serbian hackers heglathe web page of the Parliament of Kosovo, and
left an inscription stating “On protection of therBs in Kosovo”. In addition while the web was end
the attack of the Serbian hackers, the Serbianeantvas played on the background once the page
opened. Furthermore, there were many links posteti®web connecting to web pages that contained
propagandistic information against Kosovo and them® minister of the Republic of Kosovo.
According to an online portal- Index Online, thebsige was down until 04 of August 2012 when the
maintainers of the web managed to take control ityand return it to the previous statd (

On the other hand, on th& &f July 2011, the Kosovar-Albanian hackers in sigrrevenge for the
situation in the North of Kosovo, breached into thebsite of the Serbian government. The attack
carried on by the “Red and Black Hackers” targatedweb http://srbijabrend.gov.rand they put a
map of the Ethnic Albania, with the slogan “ Kosomollirida” and the message description as
following: “We will not stop until you stop with bthe offences against Albanians”. They had also
attached a file with national Albanian patriotic tiwated music videos.

12 A, YONAH, Combating Terrorism, Strategies of ten countrlgsiversity of Michigan 2002.
3 British Broadcasting Corporation BBC, 1999
™ http://www.kuvendikosoves.org/dhe www portalilndekline.net 04.08.2011



The actions above are just a few examples, ofHassiful actions that can be conducted through the

use of internet. The computer terrorism attackskamvn to cause more damages, and this dangerous
occurrence is no longer a myth but an ugly reaMypreover the latest technology developments and

its wide spreading will lead to a more advancedesypf attacks including the more dangerous ones

such as the computer terrorism attacRs (

Therefore it is considered that computer terrongith become more and more attractive to the cyber
terrorists t°). This is due to a number of factors, such as:

* The risk of getting caught after committing a critress been reduced due to the possibility
of undertaking an action from a long distance.

* Itis possible to cause large amount of economittaohnical damage without affecting the
lives of people

* The experts on these issues can be easily hiratidqgob.

* A successful attack will make the front pages otte media all around the world whilst
the unsuccessful one will go unnoticed.

* The internet can be used as a tool to generateyvahever the world.

* The internet offers great possibilities for spregdpropaganda about a terrorist group that
works on a global basis and that cannot be coettdlly an individual government.

* The attacks can be prepared and conducted in d& ahwyunt of time and with little
expenses.

The issue of the spreading of the computer crinassbeen taken very seriously in the past few years
by most of the countries of the world especiallythy United States of America, where such concerns
about the IT (Informative Technology) have leadthie establishment of the National Infrastructure
Protection Centre (NIPC). The centre has employsigificant number of people (500 from all over
the country) including representatives from all ghsting agencies such as the Secret Service, CIA,
NASA, National Security Agency, Department of Deferand others. The main goal of the centre
(NIPC) is “investigating, discovering, evaluatingedicting and preventing, the possible computer an
network breaches and illegal attacks” that thredte: centers or headquarters of the essential
infrastructure in the US, for example, those oétemmunication, energy, banks and finances, water
systems, government operations and other emergstetnss {").

According to sources from the CIA, China and Russ@ amongst the states that use the computer
systems and networks for espionage. In the rececurdents published by the governments of these
countries there are indications of the “Cold Waohducted in distance through the use of computer
networks with the aim of obtaining illegal infortien. According to Robert Bryant, a high officidl a
the CIA, this is an illegal activity and a diretir¢éat to the American economy. However, in a press
release the Chinese and Russian ambassadors iaud®terruled the claims of the CIA officials.

In the CIA report it was stated that the internelworks of some US companies were under constant
attacks from the ‘Chinese hackers”. Including thestrclicked website in the world — Google, whose
officials have admitted to have lost significaninfidential data in 2011 as a result of a breach
originating in China. These attacks have reachleiglalevel of sophistication, consequently it reqai

5 portal, Indeksonline , 2011, www.indeksonline.net
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a high level of network of experts that is usudlrd to be put together and organized outside the
framework of the secret services of the governmgfs

In a computer guided crime world it is getting easind easier for the criminals to avoid gettinggtd

and punished for their actions, given that theyfemin place to place, and sometimes from places
where such behavior is not considered a crime hadgeérson cannot be persecuted for these actions.
The authors of these actions might also be undemtipression that the agencies for fighting compute
crimes are located in a different country hencenoaipersecute people in another country for such an
attack. Mr. Kevin Di Gregory - general deputy-a&si$ in the Criminal Division of the US State
Department at the European Parliament in 2000, gastatement with regards to the above issues as
following:

“Think about a hacker in Paris located in the Eéte of river Seine, on the other hand a company
located in the right side of the river faces a leriasthe system. Before the connection to the wiatias
interrupted the author of the action wrote to salvbidders who were interested in the information i
Rumania, Australia and Argentina and sold themitfi@mation. In this case the French police will
need assistance from the authorities in Bucha@sstperra, and Buenos Aires, before finding out that
the action has originated in Part$)(

On real life crimes, the boarders impose an obstielthe perpetrators, since it would be difficialt
commit a crime outside the national borders ofrtleeiuntry. When it comes to computer crimes
however, there are no borders for the authors ef dhminal actions, but the agencies for law
enforcement on the other hand are restricted by téeitorial jurisdiction and they must respebet
sovereignty of the other countries. As a resuls¢hagencies are required to cooperate with other
foreign agencies on their mission of law enforcehaerd fighting computer terrorism. Unfortunately
the differences in procedures and incompatibiliiikedaw impose an obstacle on this cooperation
between the agencies on their effort to preventfaid the computer terrorism.

Failure of a country to condemn and punish the io@ractions related to the computer technology is
an obstacle to the law enforcement. In cases wheratws of one country penalize certain actions
conducted through the internet networks but theslafvanother country do not than the international
cooperation between these two countries might [p@sasible due to the differences in the legal system
Especially in cases when the criminals use mone tva or three computers located in different ptace

until it reaches the targeted destination. An inpatibility in only one of these places can cause
trouble in prosecuting the author for the givemeri

VI1.Theglobalization of computer terrorism.

The globalization of terrorism in the past decactmssequently the increase on the consensus tisa the
actions should be criminalized and not go unpumishas lead to strengthening of the international
cooperation, especially in the past decade. Thiseclinternational cooperation has required an
intensive diplomacy by all the countries, and aselcooperation between the Ministries of Foreign
Affairs and the agencies for preventing and punigldrime, and rule of law protection. There many
signs that show this international cooperation,hsas the recent resolution by the UN General
Assembly that condemns the terrorism and requitebe states to cooperate in combating computer

18 \www. albeu.com
19K. DI GREGORY,Fighting Cybercrime — What are the Challenges fgdiurope ? The Transatlantic perspecfites.
department of Justice, September 19th 2000, htpul.cybercrime.gov/EUremarks.htm



terrorism. A similar decision was made by the In&ional Islamic Organization in 1995. Other
countries joined the trend by organizing severaffe@nces against cyber terrorism, mainly sponsored
by Philippines, Japan, Argentina, Peru, efd). (

A key element in achieving international coopenaiio fighting the computer terrorism is harmonizing
the laws amongst the states. However in realityetigestill a long way to go until that happense do

the hesitation of the countries to open up andded bit of their sovereignty. The indications Hrat
such harmonization will not be happening in a feture, mainly because of the sensitivity of tredi
and the strong protection required. So far aboutdathtries have harmonized their legislation, despi
the fact that the process has started in 19501 afiar the approval of the Universal Declaratidn o
Human rights. Therefore there are a lot of diffimd on the process of the harmonization due to the
nature of the crimes itself.

Consequently the computer terrorists can use thghloles on the legislation and conduct the crimes
from the places where these actions are not crimeéty and they cannot be persecuted for these
actions. Hence in order to fight the internatioca@imputer terrorism the internal national regulation
are not sufficient, since that is only a partidusion of the problem.

VI1I1. Conclusion.

As already stated above when the criminal actiaimidertaken in one country but targeting people or
institutions in other countries than it becomesinationalized, and is referred to as international
computer terrorism. Most of the countries in therldiare interested in fighting this new form of
terrorism be it national or international. In order fight this terrorism high and intensive level
cooperation amongst countries is required. Thispecation can only be achieved by creating an
international worldwide network to fight the comeutrime ).

Therefore, the computer terrorism cannot be foumhly through civic education, if there is no
international cooperation in combating terrorismd amarmonizing the national laws. Since this
occurrence has taken the format of an internationale there is a need for creating internatiooattj
standards for protecting the computer network systevith the aim of preventing and combating
computer terrorism. Without these joint internafibetandards, the war against computer terrorssts i
quiet difficult given that most of the authors bése crimes are professionals.

The best suitable tool to fight this form of orgeed crime if through the enactment of new laws, in
harmony with the international standards and byoeraging the cooperation and coordination
amongst the national state agencies for enfortiaget laws.

20 A, YONAH ,Combating Terrorism, Strategies of ten countries.
2L A. DEMOLLI, Terrorism ( p: 284-285)
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